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The information security landscape is constantly evolving and paving the way for newer opportunities 
and threats, thus, the need to secure content and information has never been greater. The 
information being created, collected, and stored is valuable to everyday operations, as it represents a 
type of currency within the marketplace. Since information and data require high levels of security, 
the issue is really how best to protect it? 

With the rising popularity and complexity of 3rd Platform applications, coupled with a more perilous 
environment, the stakes are high. Many of these websites and applications are potential gateways for 
malicious activities and attacks, so it is imperative that a strategy around content security is 
implemented within an organisation’s overall security policy. IDC believes that a proactive security 
posture is necessary in the prevention of data loss — this strategy should encompass people, 
processes and technology to provide an holistic approach to IT security. 

 

The following questions were posed by Optus Business to Simon Piff, Associate Vice President for 
Enterprise Infrastructure, IDC Asia/Pacific, on behalf of IT Directors and CIOs. 

Q. Reading the press it would appear that IT securi ty is not something that can be easily  
fixed as there is always a new virus, malware, meth od of hacking or data breach being 
reported almost daily. Is there any overarching str ategy that could be recommended 
with regards to this or is it simply futile?  

A. Whilst content and information security are often at risk in the IT environment of today, 
organisations need to adopt an holistic approach to IT security that is often referred to as 
‘defence in depth'. IT security is an evolutionary process that changes, not only due to the 
continuous developments in terms of technology and usage patterns, but also because these 
new changes bring about new attack vectors for hackers, viruses and malware.  

A ‘defence in depth’ strategy embraces a multi-layered approach to security that can involve 
both endpoint and network security, as well as content and information security. 
Implementing such technologies as firewalls, domains of trust (and mistrust), enhanced user 
authentication processes and data protection strategies and tactics, are required. However, 
technology is only one part of the overall execution plan. Processes and people are also 
critical components that need to be included.  

Processes need to be defined in advance to provide clear guidance to all involved, should a 
breach or unwanted event occur. Clear lines of reporting and authority should be in place so 
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only those that need to be involved in remediation, are involved, and there is not a mad free 
for all as individuals struggle to identify who should be doing what and when. This then leads 
to clearly defined roles for individuals within the IT and management teams in order to 
maximise threat mitigation and be in a strong position to act accordingly. The process 
element is about having well planned and documented steps that define the actions required 
when different types of intrusion, leakage or data corruption occurs. This requires having 
sufficient people available to envision the type of event that “may” occur (based on the level 
of security required by the organisation), as well as having access to a response team that 
understands what, when, and how to react to a security breach. 

For example, in the event of malware detection, there needs to be an understanding of what 
is happening within the environment and the extent to which this activity is critical or 
malicious. This would require someone with the skills to analyse and understand the 
necessary log files to establish the level of criticality. Assuming there is a need for escalation 
(as sometimes there may be none), a clearly defined escalation process and hand-off 
procedures can make the difference between a calm or frantic response to the security 
breach. 

So, whilst it is inevitable that organisations will encounter some form of IT security event 
relating to content and information, how this event is managed, can make a significant 
difference.  

 

Q. Information security compliances are constantly evolving and organisations may face 
financial impact for mismanagement of data, so what  are some of the key ways in 
which data can be "leaked" and how can this be avoi ded?  

A. By far the most common way in which data unwantedly escapes the organisation is through 
accidental loss, as opposed to malicious action. At a user level, it can be as simple as 
sending an email with restricted data to an incorrect email address. This is something that 
happens on an alarmingly regular basis due to the auto-complete feature available in many 
email systems. Smart mobile devices with high capacity storage capability are emerging as a 
key method by which data is also “lost” from organisations. Small, handy, simple to use 
devices that can contain large amounts of information are embedded in business today. 
However, they can be lost at an alarming rate, and unless locked, can be read by anyone 
(although, not so secure even when locked).  

At an organisational level, data typically escapes on hard drives that are in the process of 
being recycled. This can occur when laptops and PC’s are not properly erased before being 
shipped outside the organisation. But there are also cases of enterprise disks from retired 
datacentre infrastructure re-emerging in the market pre-populated with content that should 
have been deleted. 

The proliferation of mobile devices such as laptops, smartphones and tablets is another 
avenue for data loss. Even before “Bring Your Own Device” (BYOD) gained momentum, 
organisations and individuals were losing laptops and phones containing information and 
content that should have been more securely stored and managed. 

Cloud computing has provided another possible route for data loss and leakage with the 
proliferation of freemium productivity tools that allow users to take notes, save and share files 
online, and post content to sites, with no understanding as to the levels of security that have 
been established. Recent news articles have appeared mentioning how some of these 
services have accidentally lost or exposed user account and password information, 
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potentially unlocking vast amounts of information to the public domain. Cloud computing 
service providers are constantly under pressure to explicitly demonstrate how secure their 
applications and platforms are, as there is ample mistrust, and not all of it misguided, in the 
marketplace with regards to the security of such cloud offerings. 

So far, this has just captured some of the methods of accidental and non-malicious data loss. 
Nevertheless, it is the “with intent” methods that cause more concern and where significant 
investments are made. The methods, practices and process of data leakage “with intent” are 
broad and deep, and hacking as an “industry” is rapidly emerging. Therefore, it is important to 
have a series of defences in place that can deter the majority of attempted infiltrations. There 
also needs to be an understanding that whilst these kinds of “organised” attacks can be 
costly, accidental leaks from internal sources are the more prevalent source of data and 
content loss. Hence, a defence in depth strategy, that has a far higher probability of 
mitigation for either type of data leakage, is the recommended approach to take. 

 

Q.  Is there a technical panacea to solving issues around information and content  
security?  

A. In order to achieve the levels of IT security deemed sufficient by an organisation, we first 
must understand the types of threats and level of risk associated with that organisation. Since 
not all organisations have the same threat characteristics (financial services industry being at 
the top of the list for most hackers), not all organisations need the same level of security. It is 
critical for organisations to realise that technology only provides the tools by which security 
can be implemented, and that the processes for responding to attacks, and the quality and 
training of the people who respond to these attacks, are equally as important. Technology is 
a critical component in almost every organisation, so the option of removing technological 
threats by not using technology is a luxury few can adopt. However, there are a number of 
technologies that can be deployed that will reduce the chances and impact of data loss. From 
the basics of firewall and virtual private networks (VPN), to virus and malware scanners, 
through to data loss protection solutions, data encryption, and strong authentication, there is 
a broad and highly specialised range of technologies that can be implemented to minimise 
the impact of data leakage, degradation or theft. This all contributes to the overall ‘defence in 
depth’ strategy. 

Identifying the critical assets that need protecting, and the levels of protection required by 
critical systems and non-critical assets, helps organisations understand the level of security 
necessary across different parts of the organisation. It further helps organisations define 
which users and systems have access to what domains and applications. Understanding the 
criticality of the data and applications can also help organisations focus their security 
investments. Since threat vectors are constantly evolving, having an inside-out only view is 
no longer sufficient. Constant monitoring of the environment is required considering threats 
are both internal and external. 

 Most highly motivated individuals, with the right tools and in the right circumstances are very 
difficult adversaries to defeat. Malware, for example, is often designed to not only infiltrate an 
organisation disguised as anything from a spreadsheet file to something as innocuous as a 
photograph; but also engineered to reside within the host environment, frequently for periods 
of time lying dormant and unnoticed; until activated to execute, scan the environment for its 
target content and exfiltrate the information to a third party outside the organisation.  

 Whilst this type of attack is quite sophisticated and therefore not as common, the basic theory 
of knowing who and what is accessing which types of information, is fast becoming one 
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aspect of how organisations are securing their environments.  This further demonstrates how 
technology is being designed to mitigate content and information loss - by understanding 
what type of activity is considered “normal” within the environment and highlighting to the 
security team when something out of the normal parameters occurs. However, since 
businesses are dynamic environments, not everything that is “abnormal” is a security threat.  

For example, a sales person may exhibit a set pattern of activity with regards to the content 
that they frequently access, such as sales information on a specific set of customers. If 
suddenly, this individual starts to move beyond the usual pattern by accessing information 
about other customers outside of their jurisdiction; could this be flagged as a malicious intent 
to steal data because the individual know that they are leaving the organisation (a highly 
frequent and almost impossible activity to stop)? Or, is it that the individual was promoted to 
sales manager and now needs a broader view of the activities of all customer accounts? 
Without a process that informs the IT department that such a promotion, resignation or 
dismissal has taken place, IT is not in a position to make a valued decision on whether or not 
there is a security threat, and would be unable to respond in the appropriate manner.  

The inclusion of clearly defined processes that span beyond not just IT security, but also 
areas such as identity access and authentication aligned to how the business wishes to 
operate, are also critical components of the overall strategy - technology alone is only one 
component. 

 

Q.  Cybercrime is increasingly becoming a concern. What kind of information is being 
targeted and how best can I protect my organisation ’s data?   

A. Cybercrime is a new term that has entered the English language which describes those 
groups or individuals that use technology to perpetrate criminal acts. Whilst there have been 
a small number of politically motivated attacks at a country level, and an even larger number 
of politically motivated attacks by individuals and groups trying to disrupt systems and 
services, by far, the more prevalent type of “organised” cybercrime is that of “data” theft. The 
type of data being sought depends on the originator of the attack. 

In a highly publicised hack in recent years was a group that infiltrated one of the major 
security software vendors, in an effort to collect information on how to steal US government 
weapons designs from a large US weapons contractor. This, however, is a rare occurrence. 
More frequent is the desire to access personal information such as names, addresses, social 
security numbers (or similar) and contact details. Armed with this information, cyber-criminals 
can perpetrate more crimes online, specifically around fraudulent purchases and financial 
transactions. Correspondingly, credit card information along with personal data is high on the 
“shopping list” of cyber-criminals who are rapidly able to monetise their nefarious 
investments. 

From a protection perspective, organisations need to understand the level of risk and liability 
they could potentially face. Obviously, those within the financial services industry are high on 
the target list for hackers, as are payment gateways and online retailers, since this is where 
the majority of the data sought by hackers is located. Furthermore, organisations that 
manage critical resources such as water and power also need to ensure that their control 
systems are not exposed to the possibility of an attack from outside sources. 

As there is no single solution that crosses all organisations, or all industries, similarly, not all 
systems and applications will require the highest levels of security. Equipped with an 
understanding of what has economic value to a third party (or in the case of utilities, what 
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would interest the activities of anarchists and terrorists), organisations can create zones of 
trust, for systems that work together in an assured manner; and zones of mistrust, where 
there is a calculated possibility for exposure, attack or data leakage - with levels of security 
and protection increasing as the perceived value of the data or systems increases. 

 

Q.  These days the network edge is frequently on a mobile device such as a smartphone, 
laptop or tablet, and a long way from the datacentr e. What can be done to secure the 
delivery of information and application content to and on these devices?  

A.  Since the first day computers were connected to a network, there emerged a constant trade-
off between connectivity and security. In the mobile world of today, with  the plethora of 
smartphones, laptops, tablets and other devices that are connected to the corporate network, 
the chances of these devices being a cause of data loss, network intrusion or content 
corruption has magnified. The process by which these devices need to be secured is not 
particularly different to those of laptop computers when they first appeared in the workplace. 
The numbers of stories about laptops being left in taxis or on buses with, in some cases, top 
secret government information, are many. And so, organisations must understand the 
balance between connectivity and security and realise that in the BYOD and indeed mobile 
world, these tools will be lost, stolen, sold and/or compromised in a number of ways. 

From an information and content perspective, there are a number of tools to ensure that 
devices are safe and secure for business use. Laptop computers have already established 
themselves in business, and the systems and processes designed to secure these devices 
are not hugely different from the methods deployed to secure devices such as smartphones 
and tablets. However, the challenge surrounding these devices is around the “ownership” 
component, as many of the newer devices are not corporate assets. Clearly, there needs to 
be a policy in place for organisations to have access to, and rights around, the corporate data 
that is stored on these devices (although legislation is lagging globally in this space). Equally, 
end users are concerned about the security of their own devices. Therefore, a mutually 
beneficial approach to such things as virus scanners (and attitudes to new app downloads) 
and password policies is needed. The issue of corporate data is large, but for the most part, 
individuals that want access to corporate data on their personal device are doing so to 
improve their productivity, and so this comes down to a people issue around communication, 
trust and expectations. 

This is why it is so important to execute the ‘defence in depth’ strategy. If a compromised 
network edge device is used to access an organisation’s data for illegal purposes, the 
technology, tools and processes architected should be able to minimise any disruption to the 
system, denying access to sensitive content and information. The weakest link in this entire 
process is the human element – the individual who has either been robbed or who lost their 
device. Unfortunately, an infallible solution to this human component is yet to be developed. 
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