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Organisations are allowing an 
increasing range of personal devices 
to access their corporate networks.  
There are some keys to doing this 
successfully.

Bring your own device (BYOD) policies 
continue to gain strength in corporate 
Australia due to the explosion in more 
user-friendly, fashionable smartphones and 
tablets, and the proliferation of applications 
delivered over faster mobile networks.  

Where possible, people want to manage 
work and personal activities using one or 
two devices at most. Smartphones and 
tablets allow employees to balance work 
and home lives  because they can easily 
coexist on a single device. 

According to the Optus Future of Business 
Report 2013, businesses are continuing 
to open their corporate networks to 
personal devices. Seventy-two per cent of 
organisations surveyed allowed employees 
to access the corporate network using their 
personal smartphones (up from fifty-six 
per cent last year), while fifty-two per cent 
of organisations enabled employees to 
use their own laptops for work purposes. 
Fifty-nine per cent of organisations allowed 
similar access for staff-owned tablets (up 
from forty-three per cent last year), a figure 
expected to rise to sixty-five per cent in 
three to five years.1

When considering a BYOD policy, 
organisations should ensure the timing is 
right and the costs and risks are acceptable. 

So what steps should organisations take 
to ensure they make the right decision? At 
Optus, we believe a cost–benefit analysis 
is a crucial first step to determine if they 
should proceed with a BYOD policy. The 
organisation’s analysis should also cover 
whether the policy is in line with broader 
organisational priorities such as the need 
to recruit talented younger workers who 
expect to use personal devices at work. 

1.  Optus Future of Business Research 2013.  
Results are based on 236 IT respondents surveyed 
by Stancombe Research + Planning



BYOD ECHOES CAR ARRANGEMENTS 

BYOD is following an evolution similar to employee use of company cars. 
From early arrangements in the 1990s that stipulated the car models 
to be included in a remuneration package, employers have developed 
options to minimise their costs while maximising employees’ choice of 
car. These include arrangements where an employee takes out a novated 
lease on a car, taking full responsibility for its use, while the employer 
provides an allowance and salary packaging to minimise cost and tax 
impacts. Similarly, employers have moved from providing workers with a 
single mobile device at the employers’ expense to allowing employees to 
access corporate data using the device that best suits them and which 
they pay for. In these cases, an employer may take responsibility for 
securing cost-effective phone and data contracts, or reimbursing costs 
incurred by its workers.

KEY BYOD CONSIDERATIONS 

Security:  Using personal devices on corporate 
networks presents a risk to IT systems and 
sensitive business information. Confidential 
data can easily be transferred off the network, 
and viruses and other malicious software can 
be introduced. Employees also need to know 
what happens if devices are lost or stolen. If the 
employee owns the device, who is responsible 
for ensuring the worker remains productive? Who 
pays the bill for bringing another device online? 
Who remotely disables the device? 

Device types: Some organisations may allow 
certain types of smartphones or tablets, but not 
all devices may meet benchmark technical or 
other criteria.

Cost management: A BYOD policy may increase 
an organisation’s costs by requiring the IT team 
to support a wider range of devices than it 
would administer under a corporate-devices-
only policy. In addition, software licensing 
costs may rise as more devices are used to 
access company systems. Organisations need 
to understand the cost implications of a BYOD 
policy in order to determine whether it will meet 
their business objectives. 

Funding policy: Several alternatives exist for 
funding BYOD. 

•  Salary sacrifice – Structured correctly, this 
can be very cost-effective for both the worker 
and their employer. Pre-tax deductions may 
provide large benefits. 

•  Allowance – Paid through payroll, this allows 
the employee to depreciate the device 
and claim part or whole of the use as a tax 
deduction. 

•  Expense claim – The employee can claim 
work-related use through normal expense 
claim processes. 

•  If a corporation decides not to contribute 
towards a BYOD device or its usage, the 
employee is responsible for the costs. 

Occupational health and safety concerns: 
A BYOD policy may extend a company’s 
responsibilities for occupational health and 
safety into its employees’ personal lives, 
increasing liabilities and creating compliance 
concerns.

60%

80%

100%

40%

20%

0%

2012

43%
49%
56%

52%
59%

72%

2013

BRING YOUR OWN DEVICE IS HERE TO STAY
Organisations allowing BYOD in the workplace.
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BY 2015, NEARLY 40 PER 
CENT OF THE WORKFORCE 
WILL BE MOBILE, SPENDING 
AT LEAST TWO OR MORE 
DAYS OUTSIDE THE OFFICE. 
SOURCE IDC, 20132

2.  BYOD in Australia: Perceptions and Policies on Smartphones, Tablets and Laptops, IDC Doc #AU3054103V, Feb 2013

Optus provides plans and services tailored to 
meet your specific needs. They cover BYOD and 
corporate-owned mobile devices to maximise your 
investments and deliver benefits to your business.

Optus will provide general information only.  If 
relevant, you should make your own enquiries and 
seek professional advice as to the suitability of any 
BYOD arrangements for your organisation.

SUCCESSFUL BYOD COMPETITIVENESS 

At Optus we work closely with you to develop 
a structured approach to the implementation 
of BYOD. The above key considerations are 
reviewed and solutions are developed to 
meet your specific needs. For example, to 
protect corporate information and systems, 
organisations can implement Mobile Device 
Management (MDM). This allows organisations 
to lock or wipe mobile devices remotely, enforce 
rigorous password rules and manage policies 
governing the use of applications. Creating a 
self-service portal keeps costs down and gives 
employees the information they need from a 
central location. In addition, organisations can 
clearly define who is responsible for wiping 
or recovering corporate information from the 
personal devices of departing employees. 

Many firms require employees to acknowledge 
and comply with BYOD policies. As well as 
security and compliance, these policies should 
cover occupational health and safety issues 
such as limits on how long a worker can use a 
mobile device without taking a break.
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GIVE US 
A CALL
To discuss how Optus can help you through 
innovative communications solutions;  
contact your Optus Account Manager or call 
the Optus Business hotline on 1800 555 937
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